» -
: A
N . I

i 1A
¥ Protectlng your (
i system at the core

e worl of cy‘r,secuﬁty the\dlast thin you want is to
{' | have;a target painted on you

A

Th Vsit DJb apriya Chatterjee ana\Sandeep!(lrrapati




Threat Landscape is evolving
Top cost mitigating efforts

1. AI platforms

2. Encryption
3. Formation of the IR team

Global average cost of a data breach

Top cost amplifying factors

I f 2021 Percentage of organizations ! I
NeTease oM that have had more than one 1 COm pllance fal lU =
breach 2. System complexity

3. Cloud migration

Share of breaches that Frequency of breaches

occurred in the cloud caused by stolenor
compromised credentials

IBM / © IBM Corporation 2022
Source: “Cost of a Data Breach Report 2022” https://www.ibm.com/reports/data-breach



Powerl0 Security Ecosystem: Platform & Workloads
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1. Stop: Micro-architectural side-channel attacks

By

SPECTRE

MELTDOWN

Hertzbleed

Exploits speculative execution
and other processor design oversights

Patches mostly impact
performance

P vucctech

Intel Hardware Level Speculative Execution To
Blame For Kernel Bug - KPTI Workaround
Introduces Performance Hits Up To 23% On
Average

Power10 provides built-in protection
from entire classes of side-channel
attacks at NO performance penalty



2. Encrypt your main memory

Power10 Processor provides support for
encryption of main memory off chip

Unencrypted data

. for processing

This security enhancement prevents:

1. Bus probing attacks

Cold boot attacks

Data theft by dumping DIMM contents

Provides pathway for secure adoption of
non-volatile memory technologies for
main memory

Encrypted data
off-chip

Power10 Processor
Chip

(memory

2.
Explorer 3
buffer chip) 4



3. Enhance Separation of CPU and Service
Processor Trust Domains

The importance of Service Processor Security

n the Face of

Managing Security Risk i

Intel ME Vulnerabilities

e = s Power10 design limits access of BMC/FSP

Date: Wednesday, August § | 2:40pm-3:30pm

Weilcome to a data center! A place where the air conditioner never stops and the long line of tiny, red and blue
LEDs dance chaotically over the sounds of the never-ending fars, playing In unison.

One thing Is certain, everyone avolds data centers lie the plague. And, like one of the greatest leaders of our time
once sald: "Behind every need, there Is a right” (or In this case, » product).

Welcome to the world of Out of Band Power Management devices, whers vendors decide to put an extra
microprocessor inside the motherboard to allow you to remotely monitor heat, fans, and power.

We decided to take a lock ot these devices and what we found was even worse than what we could have Imagined.
Viinerabilities that bring back memories from the 1990s, remote code execution that is 100% rellable and the
possiblity of moving bidirectionally between the server and the BMC, making not only an amazing lateral



4. Enhanced Cryptography Algorithm Acceleration

P9

AES AES AES AES AES
engine engine engine engine engine
+ + + + +
SHA SHA SHA SHA SHA
engine engine engine engine engine

Power10 Processor provides 4x AES and SHA?2
encryption engines compared to P9

Improved encryption benefits:
1. AIX LV encryption,
2. IBM i ASP encryption,
3. Linux LUKS



IBM i Tip of the Month

Authority Collection was added to IBM i in V7.3 and enhanced in V7 4.
Let’s look at 3 scenarios for Authority Collection.

1. Profiles with too much authority
2. Troubleshoot authority failures
3. Determine/troubleshoot where authority is coming from

Next steps... (example)

Turn on the Authority Collection for the profile: STRAUTCOL.

You can turn on the collection for every object the service account is going to access
You can also narrow down the collection and only log the access of *FILE objects for
e.g. in LIB PROD/1.



Call to Action:

1. Technology update workshop (~2 hours)
2. Zero Trust - Security Workshop

3. Ask about access to demos

Contact:
gerard@sg.ibm.com

#lLetscreate



